Be3onacHOCTbL AeTen B UHTEpPHeTe

[JeTn ncnonb3yoT NnaHWeTbl 1 cMapTdOoHbI Ans obLweHns, y4€bbl, movcka MHopMaLmMmn 1 Urp, He NOA03peBast
06 onacHOCTAX, KOTOpbIE XAYT UX B UHTEpHETe
Mo3aboTbTech 0 6e30MacHOCTU BalUMX AeTeN — NyCTb OHW:

®  OTKPBIBAIOT TOJIBKO MOAXOMASAIINE IT0 BO3PACTY CANThI M MIPUIIOKCHUS
e  y4arcsi IpaMOTHO PacIpeesaTh BpeMsl MKy HTpaMu 1 yué0on

L] HE IPONaAarOT U3 BAIICTO ITOJISA 3PpEHU
OrpaguTb AeTen OT HexenaTenbHOoW MHAOPMaLUN B MHTEPHETE U AECTPYKTUBHOIO KOHTEHTA C NMOMOLLIbHO
creumarnbHbIX CEPBMCOB MOXET MO0 poauTenb Aaxe 6e3 TEXHNYECKUX 3HaHWUI

PoontenbCKum KOHTpOIsib

Cpe,CI,CTBa pOoONTENBbCKOIo KOHTPOJIA — 3TO MHCTPYMEHTHI, CNocobHble 3alLnNTUTb D,eTeVI OT NOoTeHunarnbHO onacHoro
KOHTEHTa ¥ No3BonsALWmne pognTensiM CneanTb 3a BpeMeHeM, NpoBeAéHHbIM pebEHKOM B ceTU. Takne NHCTPYMEHTHI
npegnararT aboHeHTam onepartopbl CBA3U U LI,VId)pOBbIe KOMNaHunn1, oCHOoBaBLUNe AnbsiHC Mo 3auunTte ,queﬁ

B LUndppoBown cpeae

MpunoxeHus onepaTopoB CBA3U

e OTciexuBaIOT ypoBeHb 3apsiaa cMapThoHa peOEHKa
e  BJIOKHPYIOT HEXKENATeIbHBIC CAThI

° I[aIOT TOYHBbIC JAaHHBIC O MECTOIIOJIOXKCHUU YCTpOﬁCTBa
PoaunTenn moryt HacTpouTb 30HbI, HAaNpUMep TEPPUTOPUIO LLKONbI Unu pavioHa. MNMpunoxeHve OygeT oTnpaBnsaTb
cMmc, ecnv pebEéHOK BbIVAET 3a X npedensl. [ng ypesBblyariHbIX cuTyaummn ectb kHonka SOS. MNMpunoxeHus
poctynHbl ang Android 1 i0OS
MoapoBHOCTU NCNOMb30BaHNS 1 YCTAaHOBKM y3HaBanTe y ornepaTopoB CBA3U

Bpay3epbl ¥ NOUCKOBbLIE CUCTEMbI

«AAHpekc»
B nowvcke «AHOekca» eCTb HECKONbKO PEXMMOB, KOTOPbIE MO3BONAT YNPaBAaTh MOUCKOBOW Bblaaven
Pexumbl punbTpaumm

° yMepeHHLIfI — U3 PE3YJIbTAaTOB NOMCKA MCKIIOYAOTCA CaKTEI JUTA B3POCJIBIX, €CJIN 3allpOC SIBHO HE HAIIPAaBJICH Ha IMMOUCK

TaKUX pecypcoB. Pexxum BKIIOUEH O yMOIUYAHUIO

° CeMelHbIN — 13 PE3YIBbTATOB IMOUCKA MOJHOCTBIO UCKITFOYACTCA KOHTCHT IJIsI B3POCJIBbIX, JaXKE €CIIU 3aIIpOC ABHO HAITPABJICH
Ha IIOUCK TAKUX CalTOB. PeXUM MOYKHO aKTHBUPOBATh B HACTPOMUKAX
Kak BKNOUYNTbL CEMEeNHbIN PeXuUM
1. OtkpownTte pasgen «HacTponkuy» Ha rmaBHOM CTPaHULE NOoMCKa «AHAEeKca» UnuM Ha cTpaHuue
C pesynbTatamu novcka

2. Mepengute: Nonck — dunbTpaumsa noncka — CemMenHbINn pexmm

3.  Haxmute «CoxpaHuTby» BHU3Y CTPaHULbI
Pexumbl pynbTpauum B nomcke «AHgekca» paboTatoT B nobom bpaysepe
Be3onacHoCTb AeTen B coLceTAX
3apeructpupymnTecb BO BCEX COLCETAX, rae ecTb Baw pebéHok. [lobaBbTe ero B Apy3bs 1 NpocMaTpuBanTe nocThl,
apy3en n coobLecTBa, B KOTOPbIX OH cocTouT. UrpanTe ¢ pebéHkom B ero nobumeie urpbl. OH ByaeT oxoTHee
OennTbCsa NOAPOOHOCTAMM CBOEW OHIAaMH->KU3HW 1N MPUCAYLLIMBATBLCS K BallMM COBETaM

BecnnaTHble cepBUCbLI N MaTepuanbl No undpoBon 6e3onacHOCTU



PasobpaBLunce B BUpTyansHOM MUpe, Bbl byaeTe yBepeHHee roBopuTb 0 HEM € AeTbMU. VIHbopMaumio o LmdpoBom
6Ge3onacHOCT MOXHO BecnnaTHO NOMy4MTb B CneumanbHbIX CepBrcax

«UNDPATeKka. BUOGNMoOTEKa NPaKTUYECKUX 3HAHUN»
Ha nopTane pa3melleHa nHdopmauusa 0 BO3MOXHbIX Yrpo3ax B UHTEPHETE U peKOMeHAaLMK, Kak C HUMK BOpOoThCS.
30ecb MOXXHO HaNTL:

®  CTaTbM KCIEPTOB
®  [PAaKTUYECKUE COBETHI
e  OHJIAMH-KBU3bI

L4 TIOJIC3HBIC CCPBUCHI IJId ﬂeTeﬁ, pouMTeneﬁ n y‘lHTeJ’Ieﬁ

[Nepentn Ha nopTan

NMocobue ansa poauteneun n yuntenen «Pucku B umcpoBon cpeae: AMarHocTumka,
npodunakTuka, Koppekuma»

Y4yebHo-meTogu4eckoe nocobue noaroToBumna rpynna ncuxonoros MockoBCKOro rocyapCTBEHHOMO MCUMXOMOro-
nefarorMyeckoro yHMBepcuTeTa COBMECTHO C BEAYLLMMU 3KCNepTaMu KPYnHEeNLLNX TEXHONOMMYECKUX KOMNaHWi
Poccun — ocHoBaTtenen n 4neHoB AnbsiHCa Mo 3alumMTe geTten B LdpoBoKn cpeae

Mocobue nocBsLeHo puckam LmMdpoBO cpefbl, C KOTOPbIMU AETU U NOAPOCTKM CTamNKMBalTCs Mo Mepe
B3poOCneHusi. B HEM MOXHO HanTu:

° COBPEMEHHBIC UHCTPYMCHTBI JUAT'HOCTUKH, IMTO3BOJIAIOIINEC BbIABUTH HI/I(prBI)Ie pUCKH 'y ,ueTeﬁ 1 MOJAPOCTKOB

®  PEKOMEH/AIMH JUIsl POJUTENEH 1 IeJaroroBs 1Mo Npo(MIIAKTHKE U KOPPEKINH U(PPOBBIX PHCKOB

OTKprTb N ckavaTb nocobue

A36yka knbepbesonacHocTun
CnoBapb TEPMUHOB, CBA3AHHbLIX C LN poBON 6€30MacHOCTLI0, MOBEAEHNEM B UHTEPHETE U UHTEPHET-PUCKaAMMU
OTKprTb M CKayaTb ClioBapb

Mnardopma undpoBOM rPaMOTHOCTU ANA HE3pPAUYUX AeTen oT bunanH u Everland

Kypc ons geten n nogpocTKOB C MHBANMAHOCTBIO — Npexae BCcero, Ans He3psayux u cnabosugsawmx. Bapocnele
TOXEe MOryT ero nponTu. Kypc nomMmoxeT OCBOUTb LIMPOBbLIE NporpamMmMbl U A4acT peLlleHns Ans NosiHoLeHHOro
ncnonb3oBaHUA cmapchOHa 1 KOMMNbLOTEPA B I'IOBce,El,HeBHOVI KN3HU

MoppobHee o kypce

MpoekT coucetn BKoHTakTe #HeTKMGEpOYNNUHry

ExerogHo B Hosibpe B Poccumn npoxoaunT nHdopmaLumoHHas kamnaHms «Mecsuy 6opbbbl ¢ knbepbynnuHrom». Liens
npoekTa — npuBneYb BHUMaHue k npobneme TpaBnu B CETU U 3a €€ Npefenamu

JKcnepThI-NCcKUXonory Yepes cant obpallatoTcs k arpeccopam, XepTBaM U CBUAETENSIM TpaBnu B UHTepHeTe. OHU
COBETYIOT, KaK He MOBTOPUTL arpeccuto B 6yayLlem, CnpaBUTbCS € NOCNEACTBUSIMU TPABMAW 1 MOMOYb APYTM NIOAAM
[MepenTtn Ha canT npoekTa

KBus «KubepbesonacHoctb» ot Mera®oHa u SkillCity

CRoXHYI0 1 BaXHYI0 TEMY MOXHO U3y4nTb B UrpoBomn cpopme. rpaTb MOXHO OAHOMY UINK B KOMaHAe. Y3HanTe

0 caMbIx BOCTpeboBaHHLIX Npodeccusax B Mupe knbepbesonacHocTu, npaBmnax KMoeprurmeHsl, NOTPEHNPYTE CBOKO
HaCMOTPEHHOCTb


https://cifrateka.ru/
https://psyjournals.ru/nonserialpublications/der2024/der2024.pdf
https://internetforkids.ru/static/azbuka4k%202.pdf
https://beelineforkids.ru/
https://kiberbulling.net/

Wrpa 6ygeT oMHaKOBO MHTEPECHa y4eHnKaM CpeaHero 1 ctapliero 3seHa. MNogonaéT ans 4oma u LWKombl
Moapo6Hee o kBU3E

OHnanH-Kypc ans poautenen «Kak 3alwmTntb pe6éHKa OT pPUCKOB B MHTEPHETe»

oT PocTtenekoma

Kpr and pO,CI.VITeJ'IeVI N3 HECKOJ1bKMX BUOEOYPOKOB pa3pa60TaH Ha OCHOBe unccneagoBaHuA ©e3onacHocTH D,eTel7I
B UHTEpHEeTE

MoppobHee o kypce

MNoakact «Jlykomopbe. Cka3ku Kota yuéHoro»

Livkn geTckmx nporpamm B CTMxax 0 6e30nacHOCTV B ceTu U undpoBor rpaMoTHOCTU. KoMnbloTepHble 3rogen
Newwn, Bonk n Knknumopa BopytoT B CKa3o4YHOM KOPOJSIEBCTBE NapOnyv U NINYHbIE AAHHbIE, B3NlaMbiBaloT
3MNEKTPOHHYIO MOYTY, 3apaxkatoT KOMMNbIOTEPbI BUPYCamMm

CuctemHbI agMmuHncTpatop Bacunuca lNMpemyapas o6bscHSET, Kak NpaBuibHO AENCTBOBATb NPU BO3HUKHOBEHUN
yrpo3bl 1 4To ByaeT, ecnu npeHebperaTe Npasunamy 6esonacHocT. JNMTeNbHOCTL OOQHOM NporpamMmmbl 6—8 MUHYT
MpocnywaTtb nogkacT

CneuBbInNycK XypHana «YMHSALKWU»

Creugblinyck xypHana «[aHopama TV» u «[leTckoro pagno» nomnHOCTbIO NOCBALWEH TEMe MHTepHeT-6e30nacHOCTH.
MepcoHaxw «[eTckoro pagmo» BecHywka n Kunstowa npeanaratoT peb&HKy NpoBepuTb HaBbIKW NOMb30BaHMSA
MHTEPHEeTOM, peLllunB 3aaa4vun Ha JTIornkKy, cMmeKkarky n BHUMaTellbHOCTb

MNoopobHee o npoekTe

MNMpunoxeHunsa ana obecnevyeHns uncpoBon 6e3onacHOCTU AeTen

MpunoxeHne «RUTUBE Oetam»

WHCTPYMEHT rmbKo HaCTPOWKM N KOHTPOSIS 3@ TEM, YTO CMOTPUT PEBEHOK 1 CKOMbKO BPEMEHW OH TPaTuT
Ha ragxeThbl

B 6nbnuoteke npunoxerns goctynHo 6onee 10 000 eguHML AETCKOrO KOHTEHTA:

e  00ydaroIIue POIUKU
®  pa3BieKaTeNIbHbIC BUIEO
e  KaHaJbl JIETCKUX OJOTEPOB

®  TIOMYJSAPHBIE MYIbT(HUIEMBI
Kak cospaTtb n HacTpouTb AeTCKUMW npochunb
1. Bowngute B npunoxerHne «RUTUBE [deTam» noa cBoUM NOMMHOM 1 Napofiem

2. BeeguTe uMpbl ¢ aKkpaHa, YTOObI BOWTY B pasaen poamuTenbCKOro KOHTPOns

3.  Haxmute «[JobaBuTb AeTCKMUA NPpOdUNb» 1 HACTPOMTE ero:

o BBIOEpHTE aBaTap
o YKaKUTE M5
o BKJIFOUHUTE TTOHCK TI0 TIPHUI0KEHHIO, ECIIN HY>KHO

4. YcTaHoBWTE TanMep NPOCMOTpa — Npu HEOOXOAMMOCTH
Ecnun akkayHTa Ha RUTUBE HeT, cosgainTte ero B npunoxeHnn « RUTUBE Jdetam» 1 cnegynte MHCTPYKUMAM
MogpobHee o NpunoxeHnun

[eTCKMN peXxum B cepBUCax U MPUNOXeHUNAX


https://skillcity.ru/teachers/materials/quiz/#3&kviz-kiberbezopasnost
https://www.company.rt.ru/social/cyberknowledge/cyber-lessons/
https://detifm.ru/fairy_tales/id/1441
https://internetforkids.ru/static/Umnaski_03_070922_NEW.pdf
https://kids.rutube.ru/onboarding

HeTcknn akkayHT B cepBucax «fHaekca»

[na feTcknx akkayHToB B « AHOEKCE» MO YMOMYaHMUIO BKMIOYAETCA CEMEVHbIN PEXUM C pacLUMPEHHON PunbTpaumen.
B HEM CKkpbIBalOTCA CTPaHMULbI C HELLEH3YPHOW NEKCMKOW N OTPaHUYMBAaOTCS pe3yrbTaTbl MOUCKa NO HeXenaTenbHbIM
TemaTtukam, Hanpumep no ynoTpebrneHnio HapKOTUYECKUX BELLLECTB, ankorons, Tabaka

Uepes geTckuii akkayHT pebEHOK caM CMOXeT Nonb30BaTbCs APYrMMin cepBrucamm «AHagekcar». B Hux dyget
aBTOMaTUYECKN NPUMEHATLCS PUNBTP, CKPbIBAOLLNA HE NOAXOAALLMIA NO BO3PACTY KOHTEHT

MoppobHee 0 co3gaHumM OETCKOro akkayHTa 1 ynpaBreHnm um

HeTtcknn pexxum B RuStore

B oduumansHoM marasuHe npunoxeHunit RuStore ectb getckuii pexunm. MoXXHO HaCcTpOMTb MPOCMOTP M MOUCKOBYHO
Bblayy KOHTEHTa B 3aBUCMMOCTM OT Bo3pacTa pebEHka, KOHTPONMPOBATb Ero MOKYMKu

Pogutento Hy>kHO BbiOpaTb BO3pacT pebEéHKa: AOLIKOMbHUK, LWKONBHMK UK NoApOCTOK. OT 3TOro 3aBUCKT, Kakon
KOHTEHT OyaeT nokasbiBaTbCS:

° JAOIIKOJIbHUKY — TOJIBKO ,I[eTCKI/Iﬁ KOHTEHT 0e3 HeKellaTeIbHbIX MaTepuaioB
° IOKOJIbHUKY — MPUJIOKCHUSA U UT'PBI, KOTOPLIC MMOAXOIAAT IJId Bceit CEMbU, HO MOT'YT COACPKATH JTUHAMUYHBIA KOHTCHT

®  MOAPOCTKY — 00Jiee «B3POCIBIi» KOHTCHT
Ewwé ogHa 0coGeHHOCTb AETCKOro pexrmMa — crneumansHble nogbopku ot pegakuun RuStore ¢ nonesHbiMm
MPUNOXEHNAMW N UrpaMu, KOTOpble MEHSIOTCS B 3aBUCMMOCTM OT BbIGpaHHOro Bo3pacTa
Pe6&HoK He CMOXeT caM BbIKITIOYUTb AETCKUIN PEXUM: POAUTESNb YCTAHOBUT KOA, 6e3 BBOAa KOTOPOro HEBO3MOXHO
NMOMEHATb HAaCTPOWMKM UMW coBepLUaTh MOKYMKM
BknounTtb geTckun pexxunm, BoibpaTtb Bo3pacT pebéHka n yctaHoBuTb MNH-kog MOXHO B HacTporikax npoduns
B RuStore
MoppobHee o geTckoMm pexumme B RuStore

YMHbIe KONoHKU n TB-cTtaHuum ¢ Anuconm ot «AHaekca»
Anuca MOXeT, Hanpumep:

e  OTBETHUTh Ha BOTIPOC peOEHKa
®  pacckaszarh CKa3Ky
e  TIOWTrpaTh B rOPOJA WM 3arajaTh 3arajKy

®  II0/ICKa3aTh, KaK CAENaTh OTKPHITKY I 0a0ymIku
TexHonornn Anucel pacnosHatoT rofioc pebéHka Ao 12 ner, 1 oHa BkoyaeT 6e30nacHbIN JEeTCKUA pexnm. B aTom
pexunme aCCUCTEHT CbI/IJ'II:preT BE€Cb KOHTEHT AJ14 B3POCIbIX U r|op,6|/|paeT I'IOp,XOp,SlLLLI/IVI no BO3pacTy,
a B JOMNOJSTHUTENBHOM pexnme «[ns manbilen» BKIHOYAET TONbKO KOHTEHT 0+. OTO NOMOXeT 3anTuTb pebeéHka
OT HeXenaTernbHOn Mchopmame M NoTeHUnanbHO BpeaHOro KOHTeHTa
Kak HacTpouTb KONOHKY Ans AeTeun
[ns geTckoro rosioca MOXHO BKITHOUYUTL pexuM «[ns manbiwen» unu «detckumy». Npu aTomM Ang B3pOCoro rornoca
MOXHO BbIOpaTh PeXuM «YMepeHHbI» — Tak KOHTEHT 18+ 6yaeT BblgaBaTbCHA TOMbKO MO KOHKPETHOMY 3anpocy
Ecnu cospatb pebéHky AeTCKMUIA aKKayHT UK «MO3HAKOMUTb» ero ¢ AnmMcomn, NOMOoLHKK ByaeT obpaluaTtbest
K pebEHKy Mo MMeHM 1 BKMNYaTb Bonee NepcoHann3MpoBaHHbIN KOHTEHT UCXO4SA U3 UCTOPUM NMOKCKa
Pa3paboTunk He pekomeHayeT ocTaBnATb pebEéHka ¢ KONOoHKOM 6e3 NpucMoTpa B3pOCIibIX
MogpobHee 06 Anuce

HeTtckun pexxum VK Buaeo


https://yandex.ru/project/unisearch/search_kids
https://www.rustore.ru/help/users/start/parental-control
https://alice.yandex.ru/support/ru/station/kids

PexuM, KoTopbI OTKPbIBAET JOCTYN K MHOTOTLICSYHON 61MBnmoTeke obyyatoLLero 1 passrnekaTenbHOro KOHTEHTA,
npu aTom obecneymBas LMpoByo 6€30NacHOCTb AEeTEN U NOAPOCTKOB
Fae poctynHa doyHKUMA

e B Oera-Bepcun Ha cMapToOHaxX M IUIAHIIETaxX
e BSmartTV

e B Android TV

[leTckuii pexxum ynpollaeT nouck suaeo Ans geteir. OHM MOryT CMOTPETb, Hanpumep, KIaccuKy pOCCUIACKON
MYJbTUMAVKALMK, NONYNsSPHbIE aHUMALMOHHbIE HOBUHKM, pa3BuBatoLye 1 obyyatouime Buaeo. B 6ubnunoteke Takke
€CTb KOHTEHT OT NnonynsipHbIX 6riorepoB, ceMeiHble UnbMbl U UHTEPAKTUBHbIE BUAEO

Ons geteit o 12 net 6GubnuoTeka KOHTEHTa noAoGpaHa Bpy4HYo, NpeaycMoTpeH GesonacHbIn MNoOWCK No 3apaHee
pa3meyeHHol 6ase

Kak akTuBMpoBaTb AETCKUN PeXum
1. 3aunaute B cBOW npocduns B npunoxerHun VK Bugeo

2. [epekntovntechb Ha OETCKUA PEXUM

3. YcrtaHoBuTe YeTblpéx3HayHbin MNH-kog. OH obecneunt 6e30nacHOCTb: AETU HE CMOTYT BEPHYTLCS
BO B3pOCHbI NPOuIb Aaxe Npu nepesarpyske NpUnoxeHns



